Chapter 5: Cyber Security Tools & Techniques

@ Learning Objectives
By the end of this chapter, learners will be able to:

e |dentify essential cyber security tools used in protecting systems and networks.
e Understand the purpose and functionality of each tool.
e Learn core techniques to strengthen system security.

e Practice safe habits and apply tools to mitigate cyber threats.

@ 5.1 Importance of Security Tools

Cyber security tools help automate and enforce security policies, monitor for threats, and protect
digital assets from unauthorized access, misuse, or attacks.

Tools can be used for:

e Prevention (e.g., firewalls, antivirus)
e Detection (e.g., intrusion detection systems)
e Response (e.g., forensic tools, endpoint detection)

e Monitoring & Auditing (e.g., SIEMs, log analyzers)

5.2 Antivirus & Anti-Malware Software
Purpose: Detect, block, and remove malicious software (malware) from devices.

Key Features:



e Real-time protection
e Signature-based and heuristic analysis
e Scheduled scans

e Quarantine suspicious files

Examples:

e \Windows Defender
e Avast
e Bitdefender

e Malwarebytes

== 5.3 Firewalls

Purpose: Monitor and control incoming and outgoing network traffic based on security rules.
Types:

e Host-based firewalls — Installed on individual devices.

e Network firewalls — Deployed at network perimeters.

Techniques:

e Port blocking
e |P filtering

e Deep packet inspection

4’ 5.4 Encryption Tools



Purpose: Convert data into a secure format to prevent unauthorized access.
Types of Encryption:

e Symmetric (same key for encryption/decryption) — Fast but less secure.

e Asymmetric (public/private key pairs) — Used in SSL, email, digital signatures.

Common Tools:

e VeraCrypt (file/system encryption)
e GnuPG (email encryption)

e OpenSSL (certificate creation & SSL/TLS handling)

¢» 5.5 Virtual Private Networks (VPNs)
Purpose: Encrypt internet traffic and hide users’ IP addresses.
Why Use VPNs:

e Protects data on public Wi-Fi
e Masks user location

e Bypasses geo-restrictions

Examples:

e NordVPN
e ProtonVPN

e Cisco AnyConnect

4

5.6 Secure Email & Messaging



Secure Email Practices:

e Use of PGP (Pretty Good Privacy) for encryption
e Digital signatures for authenticity

e Avoid clicking unknown links or downloading attachments

Tools:

e ProtonMail
e Tutanota

e Thunderbird with Enigmail

¥ 5.7 Safe Browsing Tools & Techniques

Tools & Plugins:

e Ad blockers (uBlock Origin, AdGuard)
e HTTPS Everywhere
e NoScript or script blockers

e Secure DNS services (e.g., Cloudflare 1.1.1.1)

Best Practices:

e Always use HTTPS sites
e Avoid downloading from untrusted websites

e Disable browser autofill for passwords

/- 5.8 Security Information and Event Management (SIEM)



Purpose: Collect and analyze log data from various systems to detect threats.
Features:

e Centralized log management
e Correlation of security events

e Alert generation

Popular SIEM Tools:

e Splunk
e |IBM QRadar

e ELK Stack (Elasticsearch, Logstash, Kibana)

J 5.9 Penetration Testing & Vulnerability Scanners
Penetration Testing Tools:

e Simulate real-world attacks to find security flaws.

e Examples: Metasploit, Burp Suite, Kali Linux

Vulnerability Scanners:

e Identify known weaknesses in systems.

e Examples: Nessus, OpenVAS

“2 5.10 Real-World Usage

Scenario: A company deploys antivirus software and a firewall but still experiences slowdowns
and data leaks. A SIEM system later reveals a misconfigured VPN that allowed unauthorized
access.

] Lesson: A combination of layered tools and constant monitoring is crucial.



«* Key Takeaways
e Security tools are essential for detecting, preventing, and responding to cyber threats.
e Antivirus, firewalls, VPNs, encryption, and secure communication are foundational.
e Monitoring tools like SIEMs and vulnerability scanners strengthen ongoing protection.

e No single tool is enough — use a multi-layered defense strategy.
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